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Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuiat

1.1.

Gidi thiéu chung vé dy an/dw todn mua sam, goi thau

(NAC) va xac thure da nhén t6 cho Trung tdm Diéu hanh SCADA.

- Pia diém thuc hién du an:

- Tén du an: Trang bi giai phap bdo mat mang OT: VPN, kiém sodt truy cap

- Tén goi thau: Goi thau 03: Cung cap, lap dat, cAu hinh phan ctmg va phin mém.

+ MCC (Trung tam diéu khién chinh): L4u 4, 72 Hai Ba Trung, Phuong Sai

Gon, Thanh phé Hb Chi Minh.

+ BCC (Trung tdm diéu khién dy phong): Km sé 9, duong sb 02, Phuong

Thu Dire, Thanh phdé HO6 Chi Minh.

+ OCC: Cac trung tAm diéu khién xa thudc cac Cong ty Dién luc tinh/thanh

phé.

- Quy md du an:
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Phin citng

Thiét bj két n6i ZTNA cai dat tai cac OCC
tinh:

- 05 cong GE RJ45;

- Dich vu bao hanh phan cimg 03 nam.

- Dich vu bao hanh va hd tro k§ thuat 03 nim x
24/7.

May Chii vat ly dé cai dit phin mém quan ly
tap trung tai MCC va BCC:

- CPU: Dual CPU > 20 Core;

- RAM: > 256 GB;

-0 cung: >2,5 TB;

- Dich vu bao hanh phan cimg 03 nam.

- Dich vu hd tro k§ thuat 03 nam x 24/7.

Thiét bj chuyén mach diit tai MCC va BCC:

- 24 cbng dong;

- 04 cong quang uplink 1G;

- H3 tro cu hinh hoat dong & Layer2 va Layer3;
- Dich vu bao hanh phan ctmg 03 nam.

- Dich vu bao hanh hd trg k¥ thuat 03 nam x
24/7.

Phan mém

Phin mém ao hoa may chi:
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Danh muc

Pon vi

- Ban quyén phdn mém 4o hod may chu trong 03
nam cho toan bd sé6 CPU cua hang muc
1.2.May Chu vat ly dé cai dat phin mém
quan ly tap trung tai MCC dau tu theo du 4n nay;
- Dich vu bao hanh h trg kg thuat 24/7 trong 03
nam.

Phan mém Zero Trust phuc vu phin ving va
kiém soit phin vang cho mang OCC va TBA:
- Bao gdm diy du céc tinh nang VPN:

+ Tinh ndang VPN SSL va Ipscc;

+ Tinh nang ty dong két ndi lai VPN;

+ Tinh nang Split Tunneling.

- Bao gdm ddy du céac tinh ning Zero Trust
Network Access (ZTNA):

+ Tinh nang Zero Trust Network Access
(ZTNA);

+ Tinh néng chinh sach truy cép dong;

+ Tinh ning kiém tra tinh trang thiét bi;

+ Tinh ndng bao mét itng dung.

- License cho hé thong hd tro két nbi thiét bj dau
cudi (bao gdm ca may chu va may tram).

- Dich vu danh gia hé théng hang nam trong vong
3 nam. Ban quyén c6 gia tri 3 nam. Trong
truong hop hét han license hé théng hoat dong
binh thudng véi tinh ndng bi gi0i han. Mot s6
chire nang bi gidi han bao £0m xac thuc da
yeu to kiém soét thiét bj dau cubi, kiém soat
két ndi, phan vung bdo mat, mi hoa,...Va sé
khong thé dap ung hoan toan muc 3.2 yéu
céu chung.

- Dich vu hd tro k¥ thuat 03 nam x 24/7.
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Ban quyén phin mém Zero Trust cho nguoi
dung va quan tri vién:

- License hd trg quan ly két ndi cho ngudi dung
thiét bi két ndi ZTNA va thiét bi trung tim
ZTNA.

- Dich vu danh gia hé théng hang nim trong vong
3 nam. Ban quyén c6 gia tri 3 nim. Trong trudng
hop hét han license hé théng hoat dong binh
thuong voi tinh nang bi gidi han.

- Dich vu ho trg k¥ thudt 03 nam x 24/7

Bo/License

Dich vu

- Dich vu dao tao, lép dit, cdu hinh, tich hop, tbi
uu toan bd he thong theo dang chia khoa trao tay
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"Turn key" Cho phin mém 4o héa va giai phap
| ZTNA Appgate SDP;
- Bao gdm day du cac phu kién, vat tu dé trién
khai, lép dat;
- Bién soan quy trinh van hanh sao luu, phuc héi
va tmg ciru hé théng;
- Hb trg xay dung chinh sich bio mat va phan
quyén truy nhap mang theo ding chu trrong cia
EVN va so dd td chitc cia EVNSPC;
- Pdo tao huéng dén st dung giai phap Appgate
SDP.

1.2. Yéu ciu vé ky thuat

Tham chiéu Tap 2- Hd so chi din k§ thuat VTTB
1.3. Cac yéu cau khac: Khéng.

Muc 2. Ban vé: Khong c6

Muc 3. Kiém tra va thi nghiém

lrong

Céc kiém tra va thir nghiém cén tién hanh gdm c6: Theo E-DKC 21.1 — Pidu

kién cu thé hop dong.
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